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MAX PLANCK INSTITUTE FOR SECURITY AND PRIVACY (MPI-SP)

250+ Researchers

(currently around 80)

Founded in May 2019 
by Gilles Barthe and 
Christof Paar

Mission: study and develop technical 
foundations and interdisciplinary 
aspects of security and privacy
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EMBEDDED SECURITY GROUP

Hardware Security

• Hardware Trojans

• IP protection & infringement

• Circuit manipulation & 
countermeasures

Netlist Reverse Engineering

• Open-source framework HAL

• Automated netlist analysis

• Cognitive factors in hardware 
reverse engineering

Physical Layer Security

• New security primitives from 
radio-frequency channels

• Application: Nuclear 
disarmament control
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Post-Quantum Cryptography

THE CYBERSECURITY ZOO

Fully Homomorphic Encryption 
AES

RSA

Diffie-Hellman

Zero Trust

Zero Knowledge
Blockchain

Certificates

SHA-3

Authentication

PKI

Formal Verification

TLS

Secure Multiparty Computation

Threshold Signatures

Fuzzing

Trusted Execution

Differential Privacy

Micro Architecture

Privacy

What about security problems in the physical domain?
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DIGITAL-ONLY SECURITY PRIMITIVES HAVE LIMITS

In particular, in settings involving security for the physical environment

• Hardware attacks (e.g., side-channel, fault injection, rowhammer)

• Secure location / distance

• Tamper detection

• Wireless sensing privacy violation

• ...

➔ Physical-layer methods bridge physical and digital domains
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Strong focus on information-theoretic secure communication

• Shannon 1949 and Wyner 1975: Information theory, wiretap channel

• Maurer 1993, Ahlswede and Csiszár 1993: Key generation from public discussion

• Hershey 1995: First wireless key generation

Leverages physical-layer properties, signal processing, and channel coding

A BRIEF HISTORY: PHYSICAL-LAYER SECURITY
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Problem: Security based on questionable assumptions (e.g., quality, location) about adversary's channel.

Competes with well established cryptographic primitives

CLASSICAL PHYSICAL-LAYER SECURITY

𝑋
Alice Bob

Eve

Channel to Bob
𝑌 

𝑍

Encode
𝑀

Channel to Eve

Decode
𝑀෡

Intuition: Leverage difference of channels to Bob and Eve for secrecy

Approach 1: Eve's channel is noisier than Bobs

 Keyless channel coding of 𝑀 such that mutual information 𝐼 𝑀;𝑍  → 0

Approach 2: Treat bidirectional channel as shared entropy source 

 Channel-Reciprocity-based Key Generation (CRKG) of symmetric keys

Paradigm: Use wireless physical-layer to address

security services without digital counterparts
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REMOTE INSPECTION OF ADVERSARY-CONTROLLED 
ENVIRONMENTS

in Nature Communications volume 14, 2023

Johannes Tobisch1, Sébastien Philippe2, Boaz Barak3, Gal Kaplun3, Christian Zenger4,5, Alexander Glaser2, Christof Paar1

& Ulrich Rührmair6,7

1 Max Planck Institute for Security and Privacy, Bochum, Germany
2 Program on Science and Global Security, Princeton University, Princeton, NJ, USA
3 John A. Paulson School of Engineering and Applied Sciences, Harvard University, Boston, MA, USA
4 PHYSEC GmbH, Bochum, Germany
5 Secure Mobile Networking, Ruhr University Bochum, Bochum, Germany
6 Electrical Engineering and Computer Science Department, TU Berlin, Berlin, Germany
7 Secure Computation Laboratory, University of Connecticut, Storrs, Mansfield, CT, USA
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CHALLENGES IN NUCLEAR DISARMAMENT 

Source:  https://fas.org/issues/nuclear-weapons/status-world-nuclear-forces/
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CHALLENGES IN NUCLEAR DISARMAMENT 

Source:  https://fas.org/issues/nuclear-weapons/status-world-nuclear-forces/
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CHALLENGES IN NUCLEAR DISARMAMENT 

Source:  https://fas.org/issues/nuclear-weapons/status-world-nuclear-forces/

Deployed systems are covered by 
the New START treaty:
• Limited number of warheads 

and launchers.
• Verification mainly done by 

satellites.
• 18 onsite visits allowed per 

year.
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CHALLENGES IN NUCLEAR DISARMAMENT 

Source:  https://fas.org/issues/nuclear-weapons/status-world-nuclear-forces/

Non-deployed systems are not 
covered by treaties.

How could treaty verification 
work?
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THE “FREEZE” SCENARIO

Verifier Prover

Warheads are
unaltered, trust me.

𝑟ଵ𝑟ଵ 𝑟ଵ

Is this
true?

Radio fingerprint of the room

RF signal propagation effects
to detect subtle environmental 

changes.
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PROBLEM: REPLAY ATTACKS

𝑟ଵ

𝑟ଶ

𝑟ଵ 𝑟ଵ

Measurement has no freshness.

Verifier Prover

Warheads are
unaltered, trust me.

Is this
true?

𝑟ଵ𝑟ଵ
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PHYSICAL CHALLENGE-RESPONSE AUTHENTICATION

𝑟௜

𝑐௜

𝑟௜ 𝑟௜

𝑐௜

Challenge
Generator

Verifier Prover

Warheads are
unaltered, trust me.

Is this
true?
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REMOTE INSPECTIONS – EXPERIMENTAL REALIZATION
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REMOTE INSPECTIONS – EXPERIMENTAL REALIZATION

Antenna

1. Radio-frequency fingerprint:

Magnitude channel frequency

response between antennas

from 2 - 9 GHz.
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REMOTE INSPECTIONS – EXPERIMENTAL REALIZATION

Aluminum mirror

2. Freshness:

20 mirrors, 200 positions each

200ଶ଴ ൎ 10ସ଺ ൎ 2ଵହଶ configurations

Each mirror configuration is a 

“challenge”.
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REMOTE INSPECTIONS – EXPERIMENTAL REALIZATION

We use Euclidean distance to
quantify differences between

responses.

Aluminum mirror Challenge 𝑐଴

Challenge 𝑐ଵ
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REMOTE INSPECTIONS – SETUP PHASE

ሺ𝑐ଵ, 𝑟ଵሻ 𝑐ଶ

𝑟ଶ
ሺ𝑐ଶ, 𝑟ଶሻ

ሺ𝑐ଵ, 𝑟ଵሻ 𝑐ଵ

𝑟ଵ

...

ሺ𝑐ଵ, 𝑟ଵሻ 𝑐௡

𝑟௡
ሺ𝑐ଶ, 𝑟ଶሻ

⋮
ሺ𝑐௡, 𝑟௡ሻ

Verifier onsite for short
(~ 1 day) setup phase.

Prover must not spy.
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REMOTE INSPECTIONS – PROOF PHASE

Long (~ 1 year) proof phase
for remote verification.

Use each challenge only once.
It must be impossible to predict

responses.

...

𝑐ଵ

𝑟ଵ
ᇱ

ሺ𝑐ଵ, 𝑟ଵሻ

ሺ𝑐ଶ, 𝑟ଶሻ

⋮
ሺ𝑐௡, 𝑟௡ሻ 𝑣𝑒𝑟𝑖𝑓𝑦ሺ𝑟ଵ, 𝑟ଵ

ᇱሻ

𝑐ଶ

𝑟ଶ
ᇱ

ሺ𝑐ଵ, 𝑟ଵሻ

ሺ𝑐ଶ, 𝑟ଶሻ

⋮
ሺ𝑐௡, 𝑟௡ሻ 𝑣𝑒𝑟𝑖𝑓𝑦ሺ𝑟ଶ, 𝑟ଶ

ᇱሻ

𝑐௡

𝑟௡ᇱ

ሺ𝑐ଵ, 𝑟ଵሻ

ሺ𝑐ଶ, 𝑟ଶሻ

⋮
ሺ𝑐௡, 𝑟௡ሻ 𝑣𝑒𝑟𝑖𝑓𝑦ሺ𝑟௡, 𝑟௡ᇱሻ

𝑟௜
ᇱ≉ 𝑟௜

Accept

Reject

𝑟௜
ᇱ ൎ 𝑟௜

𝑣𝑒𝑟𝑖𝑓𝑦ሺ𝑟௜ , 𝑟௜
ᇱሻ

NEW DIRECTIONS IN PHYSICAL LAYER SECURITY – FROM PRIVACY PROTECTION TO NUCLEAR WARHEADS 32

EXPERIMENTAL REALIZATION
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EXPERIMENTAL REALIZATION
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EXAMINED SYSTEM PROPERTIES

How well can tampering be detected?

Are responses long-term stable?

How large is the effective challenge space?

How difficult are machine learning attacks?
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DISTANCE NOMENCLATURE: CHALLENGES VS. “NOISE”

Intra Distance:
Legitimate variation of the 
response for a single 
challenge.

Decision Threshold ሺ𝝁 ൅ 𝟑𝝈ሻ:
Border for the detection of 
illegitimate variation.

Inter Distance:
Variation of responses 
between random challenges.
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SENSITIVITY AGAINST PHYSICAL MANIPULATION:
TAMPER DETECTION



6/5/2024

17

NEW DIRECTIONS IN PHYSICAL LAYER SECURITY – FROM PRIVACY PROTECTION TO NUCLEAR WARHEADS 37

INTRA DISTANCE OVER TIME

Environmental factors are 
the major drivers of intra 

distance drift.
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EFFECTIVE CHALLENGE SPACE ESTIMATION

Assuming 360°/45° ൌ 8
independent mirror positions, 

there are 8ଶ଴ ൎ 2଺଴ challenges. 
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MODELLING ATTACKS

Verifier Prover

Warheads are
unaltered, trust me

𝑟௜

𝑐௜

𝑟௜ 𝑟௜

Is this
true?

𝑐௜

Challenge
Generator

𝑟௜ ൌ 𝑓 𝑐௜
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MACHINE LEARNING MODELING ATTACKS

• Learning problem: 

Find a function 𝑓 that maps challenges to responses.

• Which machine learning algorithms perform well?

• How does the learning difficulty scale?
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ALGORITHM COMPARISON FOR 12 ACTIVE MIRRORS

Algorithms trained with 
1,280,000 data points.
Depicted test error computed 
over 1,000 data points.

Threshold 
intra distance 𝜇 ൅ 3𝜎
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ALGORITHM COMPARISON FOR 12 ACTIVE MIRRORS

Neural Network
Simple architecture of 8 stacked 
dense layers, 3,072 neurons per 
layer, ReLU activation.

Threshold 
intra distance 𝜇 ൅ 3𝜎
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MODELING ATTACKS – NEURAL NETWORK PERFORMANCE

Takes 51 days to collect.

Power law / polynomial scaling

 Select number of mirrors to force adversary 
into unrealistically large training set size.

Number of mirrors scale
challenge space size
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MORE INFORMATION IN OUR PAPER
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ANTI-TAMPER RADIO:
SYSTEM-LEVEL TAMPER DETECTION FOR COMPUTING SYSTEMS

Presented at S&P ’22

Paul Staat1, Johannes Tobisch1, Christian Zenger2, Christof Paar1

1 Max Planck Inst i tute for Security and Privacy
2 PHYSEC GmbH
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Adversaries with physical access can extract 
information or implant malicious functionality

Side-channel analysis, bus probing, fault injection...

Countermeasure: Tamper detection and response

PHYSICAL ATTACKS

[2]

Photos: Falk Schellenberg, Thorben Moos
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Chip-level [1, 2]

Module-level [3, 4, 5]

System-level

EXISTING APPROACHES TO TAMPER DETECTION

[1] Tuyls et al. "Read-proof hardware from protective coatings," CHES, Heidelberg, 2006
[2] Anderson et al., “Cryptographic processors – a survey,“ Technical Report Number 641, 2005
[3] Obermaier and Immler, “The Past, Present, and Future of Physical Security Enclosures: From Battery-Backed Monitoring to 
PUF-Based Inherent Security and Beyond,” J. of Hardw. and Syst. Secur. vol. 2, no. 4, 2018.
[4] Immler et al., “Secure Physical Enclosures from Covers with Tamper-Resistance,” CHES 2019
[5] Götte et al., “Can’t Touch This: Inertial HSMs Thwart Advanced Physical Attacks,” CHES 2022.

?
from [4],from [5],

Photo: Falk Schellenberg Photo: Thorben Moos
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IDEA: ANTI-TAMPER RADIO (ATR)
Radio Wave-based Tamper Detection

Channel measurement
system

Antenna

Computing system

Channel analysis Physical integrity 
check
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• System-level detection

• High flexibility

• Retrofittable

• Re-initializable

IDEA: ANTI-TAMPER RADIO (ATR)
Radio Wave-based Tamper Detection
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Channel magnitude frequency response as

“fingerprint” of the environment

Mean normalized deviation (MND) [2] 

quantifies deviation from initial measurement

RADIO MEASUREMENTS

DeploymentSetup

...

Attack

Time

Channel 
response

[2] Doerry and Bickel, "Measuring Channel Balance in Multi-Channel Radar Receivers," Radar Sensor Technology XXII, 2018.

MND untampered:
0.00000144

MND tampered:
0.02106506
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SYSTEMATIC EXPERIMENTAL EVALUATION

Degrees of freedom:

• Physical extent of attack (needle insertion depth, ...)

• Attack position

• Temporal behavior
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SENSITIVITY AGAINST PHYSICAL MANIPULATION

M
N

D

No insertion

Position 1 

Position n 

Position 2 ...
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CASE STUDY: 19ʺ SERVER

Antennas
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CASE STUDY: 19ʺ SERVER – TURNED OFF
M

N
D

No
insertion
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CASE STUDY: 19ʺ SERVER – TURNED ON

Running the server introduces noise

• Vibration

• Temperature swings

• Air flow

Referred to initial 
reference

M
N

D

Noise over time – without attack
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M
N

D

No insertion

CASE STUDY: 19ʺ SERVER – TURNED ON

Server powered on with varying CPU loads

Measure initial reference

Repeatedly test all positions

• Needle outside

• Needle inside

 Reliable detection not possible

for most positions 

Threshold selected for
zero false positives

How to improve detection?
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M
N

D

No insertion

M
N

D

No insertion

ENHANCE ROBUSTNESS – SPECTRAL SELECTION

Monitor untampered environment 

Detect parts of response with strong signal variation

Disregard during deployment

S
ig

na
l v

ar
ia

tio
n

Solution: Initial setup phase
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MEASUREMENT SYSTEMS

$12,000 2 x $5

M
N

D

M
N

D

No insertionNo insertion

Detects at least 114 / 117 positions Detects at least 90 / 117 positions

Vector network analyzer Single-chip UWB transceiver
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IRSHIELD:
A COUNTERMEASURE AGAINST ADVERSARIAL PHYSICAL-LAYER 
WIRELESS SENSING

Presented at S&P ’22

Paul Staat1, Simon Mulzer2, Stefan Roth2, Veelasha Moonsamy2, Markus Heinrichs3, Rainer Kronberger3, Aydin Sezgin2, 
Christof Paar1

1 Max Planck Inst i tute for Securi ty and Privacy
2 Ruhr Univers i ty Bochum
3 TH Köln – Universi ty of  Appl ied Sciences
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WIRELESS DEVICES AT HOME

Photos: Noupload, luis2500gx, Muhammad Abdullah, haus_automation, USA-Reiseblogger, luis2500gx at pixabay.com; cottonbro, Fabian Hurnaus, Torsten Dettlaff, Pixabay at pexels.com
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Application-Level 
Privacy

UBIQUITOUS WI-FI – PRIVACY THREATS

Network-Level
Privacy

Physical-Layer 
Wireless Sensing

Zhu et al., “Et Tu Alexa? When Commodity WiFi Devices Turn into Adversarial Motion Sensors,” NDSS 2020.
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Wi-Fi devices
Passive

Wi-Fi eavesdropper

ADVERSARIAL WIRELESS SENSING

Channel estimation

Risk of
privacy

violation
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IDEA: NOVEL COUNTERMEASURE IRSHIELD

Thwart adversarial wireless sensing based on
Intelligent Reflecting Surfaces (IRSs)

Partial randomization of wireless radio channels

• Fully device-agnostic

• Wireless quality-of-service not affected

Defeats state-of-the-art adversarial human motion 
detection

©  M i c h a e l  S c h w e t t m a n n ,  R U B
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WIRELESS SENSING

Channel 
estimation

Preamble Payload data (encrypted)

Standardized
known waveform

Detection Recognition Estimation

Motion
Events

Gestures
Individuals

Objects
Keystrokes

Location
Vital signs

[1] Ma et al., “WiFi Sensing with Channel State Information: A Survey“. ACM Comput. 
Surv., vol. 52, no. 3, 2019.

Extract information about the physical environment from 

communication signals

Alice Bob

Wireless
channel
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STANDARDIZATION OF WIRELESS SENSING:
COMING TO A WIRELESS NETWORK NEAR YOU

NEW DIRECTIONS IN PHYSICAL LAYER SECURITY – FROM PRIVACY PROTECTION TO NUCLEAR WARHEADS 66

WIRELESS SENSING

Channel 
estimation

Preamble Payload data (encrypted)

Standardized
known waveform

Detection Recognition Estimation

Motion
Events

Gestures
Individuals

Objects
Keystrokes

Location
Vital signs

[1] Ma et al., “WiFi Sensing with Channel State Information: A Survey“. ACM Comput. 
Surv., vol. 52, no. 3, 2019.

Extract information about the physical environment from 

communication signals

Alice Bob

Wireless
channel
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WIRELESS SENSING

Extract information about the physical environment from 

communication signals

Eve

Privacy violation by rogue receiver

Channel 
estimation

Preamble Payload data (encrypted)

Standardized
known waveform

Detection Recognition Estimation

[1] Ma et al., “WiFi Sensing with Channel State Information: A Survey“. ACM Comput. 
Surv., vol. 52, no. 3, 2019.

Extract information about the physical environment from 

communication signals

Alice

Wireless
channel
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[3] Zhu et al., “Et Tu Alexa? When Commodity WiFi Devices Turn into Adversarial Motion 
Sensors,” in 27th Annual Network and Distributed System Security Symposium, NDSS 2020.

STATE-OF-THE-ART: ADVERSARIAL MOTION DETECTION

Zhu et al., NDSS '20 [3]: 

Wi-Fi signals for adversarial motion detection

Sliding
standard
deviation

Motion

detection

region
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CHANNEL OBFUSCATION WITH AN
INTELLIGENT REFLECTING SURFACE (IRS) 

Motion
Adversarial motion detection

Victim environment

True positives,
true negatives

False positives, 
false negatives

IRShield
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IRS OPERATION PRINCIPLE

Re

ImIm

Re

0,1,0,0,0,0,1,0, …

𝐻 ൌ෍𝑑௜
௜

൅  ෍ℎ௝  𝑔௝  𝑐௝

ே

௝

Passive surface with digitally-controllable reflection

• Partially programmable wireless channel

• Prototype built by Heinrichs and Kronberger [4]

𝑑ଵ

𝑑ଶ

Adjustable reflection coefficients

Binary control: 𝑐௝ ∈ ൅1,െ1

𝑐ଵ, 𝑐ଶ, … , 𝑐ே 

[4] Heinrichs and Kronberger, “Digitally Tunable Frequency Selective Surface for a Physical Layer Security System in 
the 5 GHz Wi-Fi Band,” in 2020 International Symposium on Antennas and Propagation (ISAP), Osaka, Japan, 2021.

IRS 
reconfiguration

random beamforming (e.g., for 6G)
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Goal: 

Use IRS to create artificial motion-like channel variation

1. Randomly select 5% out of all IRS elements to flip

➔ Gradual random variation

2. Interleave with flip of all IRS elements

➔ Enhanced signal variation

IRS-BASED CHANNEL VARIATION

5% 5% 5% 5% 5% 5%IRS change: ...

Time

100% 100% 100%

Sliding
standard
deviation

PS75
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EFFECT OF IRSHIELD

Without IRS With IRS

No longer
distinguishable

IRShield
interferes with
threshold finding



Folie 71

PS75 if possible add no motion
Paul Staat; 28.05.2024
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SPATIAL IMPACT OF IRSHIELD

Without IRS
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With IRS

Motion detection
completely suspended!
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WIRELESS QUALITY OF SERVICE

Data rate / Mbps
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degradation with
IRShield

PER does not 
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Radio propagation effects to verify 

physical integrity

TALK SUMMARY

Anti-Tamper Radio (ATR)

Novel means to thwart wireless 

sensing privacy violation

IRShield

 Programmable radio 
propagation environments can 
protect sensitive wireless 
sensing information.

 Wireless channel for 
distributed sensing solves 
system-level tamper detection. 

Remote Inspections

Strong PUF authentication for entire 

rooms based on radio-wave 

propagation

 Tackles an important 
problem in nuclear 
disarmament. 
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LEARNING MORE ABOUT CRYPTOGRAPHY

Introduction to Cryptography
by Christof Paar

25 video lectures

• 2nd edition (14 years later, ahem )

• 350 → 500+ pages 

• much new material

• PQC chapter: Lattice, Code, Hash (70+ pages)

• SHA-3, Salsa20, ChaCha

• Authenticated encryption

• Heavily updated: Security estimations, 

Discussion, Problem set, Key management

• Foreword by Ron Rivest
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THANKS FOR YOUR ATTENTION!

ANY QUESTIONS?

Contact: christof.paar@mpi-sp.org


