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MAX PLANCK INSTITUTE FOR SECURITY AND PRIVACY (MPI-SP)

Founded in May 2019
by Gilles Barthe and
Christof Paar

250+ Researchers
(currently around 80)

Mission: study and develop technical
foundations and interdisciplinary
aspects of security and privacy
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EMBEDDED SECURITY GROUP

Hardware Security Netlist Reverse Engineering Physical Layer Security
* Hardware Trojans » Open-source framework HAL * New security primitives from
* IP protection & infringement + Automated netlist analysis radio-frequency channels
» Circuit manipulation & » Cognitive factors in hardware ’ g\izzlri;aatirgg:n{\l::rlﬁgl
countermeasures reverse engineering

NEW DIRECTIONS IN PHYSICAL LAYER SECURITY - FROM PRIVACY PROTECTION TO NUCLEAR WARHEADS

AGENDA

2 Introduction to Wireless Sensing for Security and Privacy
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THE CYBERSECURITY ZOO

PKI Trusted Execution Certificates

Post-Quantum Cryptography ds hitecture
n metho

Blockchain
omorphic Encryption

Fuzzing Differential Privacy

RSA Secure Multiparty Computation

Authentication
Threshold Signatures

What about security problems in the physical domain?
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DIGITAL-ONLY SECURITY PRIMITIVES HAVE LIMITS

In particular, in settings involving security for the physical environment

-channel, fault injection, rowhammer)

Secure location / distance
Tamper detection

Wireless sensing privacy violation

=> Physical-layer methods bridge physical and digital domains
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A BRIEF HISTORY: PHYSICAL-LAYER SECURITY

Strong focus on information-theoretic secure communication
» Shannon 1949 and Wyner 1975: Information theory, wiretap channel
* Maurer 1993, Ahlswede and Csiszar 1993: Key generation from public discussion

* Hershey 1995: First wireless key generation

Leverages physical-layer properties, signal processing, and channel coding
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CLASSICAL PHYSICAL-LAYER SECURITY

Paradigm: Use wireless physical-layer to address

security services without digital counterparts

Competes with well established cryptographic primitives
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CHALLENGES IN NUCLEAR DISARMAMENT

Estimated Global Nuclear Warhead Inventories 1945 - 2023

Hans M. Kristensen , Matt Korda, Robert S. Norris, and Eliana Reynolds, Federation of American Scientists, 2023

Last updated: 28 March 2023
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. . Last updated: 28 March
Estimated Global Nuclear Warhead Inventories, 2023 2023
Hans M. Kristensen, Matt Korda, and Eliana Reynolds, Federation of American Scientists, 2023
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CHALLENGES IN NUCLEAR DISARMAMENT

Estimated Global Nuclear Warhead Inventories, 2023

Hans M. Kristensen, Matt Korda, and Eliana Reynolds, Federation of American Scientists, 2023

Total inventory includes
stockpiled + retired

6000 5989 warheads
5244
5000
4000 Stockpiled warheads
2 include deployed + reserve
g warheads
£
H
3000 2815
1938

Deployed warheads include those
on ballistic missiles, at bomber
2000 bases, and, in the case of the U.S.,
non-strategic bombs in Europe

Last updated: 28 March
2023

Measure Names
Retired
Il Reserve/ Nondeployed

Deployed systems are covered by

the New START treaty:

* Limited number of warheads
and launchers.

» Verification mainly done by
satellites.

» 18 onsite visits allowed per
year.
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CHALLENGES IN NUCLEAR DISARMAMENT

Estimated Global Nuclear Warhead Inventories, 2023

Hans M. Kristensen, Matt Korda, and Eliana Reynolds, Federation of American Scientists, 2023

Total inventory includes
stockpiled + retired

Last updated: 28 March
2023
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THE “FREEZE” SCENARIO

Warheads are
unaltered, trust me.

AbAAALL

((c )

( )))

—

Prover /
Radio fingerprint of the room ‘

RF signal propagation effects
to detect subtle environmental
changes.

(
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PROBLEM: REPLAY ATTACKS

Warheads are
unaltered, trust me.

Measurement has no freshness.
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PHYSICAL CHALLENGE-RESPONSE AUTHENTICATION

Warheads are
unaltered, trust me.

Prover
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REMOTE INSPECTIONS — EXPERIMENTAL REALIZATION
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REMOTE INSPECTIONS — EXPERIMENTAL REALIZATION

Antenna

1. Radio-frequency fingerprint:
Magnitude channel frequency
response between antennas
from 2 - 9 GHz.
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REMOTE INSPECTIONS — EXPERIMENTAL REALIZATION

Aluminum mirror ===t

2. Freshness:
20 mirrors, 200 positions each
2002° ~ 1046 ~ 2152 configurations
Each mirror configuration is a

“challenge”.
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REMOTE INSPECTIONS — EXPERIMENTAL REALIZATION

Aluminum mirror __—=aail|
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Magnitude (dB)

= Challenge co
50} MWNNW
75
1 1 1
_25 -
Challenge ¢,
_75 C 1 L 1
3,000 6,000 9,000

Frequency (MHz)

We use Euclidean distance to

quantify differences between
responses.

REMOTE INSPECTIONS - SETUP PHASE

(c1,m1) cq
—
T
C———
(c1,m1) Cy
2
—
(c1,m1) Cn
Tn
: ——
(cn 1)
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Verifier onsite for short
(~ 1 day) setup phase.

Prover must not spy.
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REMOTE INSPECTIONS - PROOF PHASE

(c1,m1) ¢ Accept
T~
(Cz'.TZ) r verify(r, 1)) -~
; ~ Reject
*-,

(en ) | verify(ry, ) %
C2

Long (~ 1 year) proof phase

Co, T e -
(2 12) for remote verification.

(en 1) | verify(ry,13) Use each challenge only once.

It must be impossible to predict
responses.

=
:

(o 10) | verify(r, 1)
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EXPERIMENTAL REALIZATION

il

\JJ
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EXPERIMENTAL REALIZATION
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EXAMINED SYSTEM PROPERTIES

How well can tampering be detected? )‘
®
Are responses long-term stable? ﬂ-%h
[ e

-

N
How large is the effective challenge space? &
S

How difficult are machine learning attacks?
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DISTANCE NOMENCLATURE: CHALLENGES VS. “NOISE”

0.20 I Bl Intra distance Intra Distance:
: B 1 B nter distance Legitimate variation of the
> 1 — — Intra distance u+30 response for a single
o ‘ challenge.
o 0.15
S
o
[0}
=
o 0.10 Border for the detection of
-E illegitimate variation.
©
E 0.05
' Inter Distance:
Variation of responses
between random challenges.
0.00 9

0.00 0.01 0.02 0.03 0.04 0.05 0.06 0.07
Euclidean distance
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SENSITIVITY AGAINST PHYSICAL MANIPULATION:
TAMPER DETECTION

0.05 | _— ‘
-------------- -»-f-"- = u o -n.'-ﬁk--l"I_l'\_)I__lll.'l’ll
. |
g 0.04 |- =
g |
7]
2 0.03 :
T
8 0.02 f !
T PR I
% 0.01F I === Drum displaced u
w 1
I = Drum removed
0.00 |- 2 I = Intra distance u+3o
1 1 1 1 1 1 1

00 25 50 75 100 125 150
Drum displacement (mm)
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INTRA DISTANCE OVER TIME

0.05F
% 0.04 |
@
o 0.03F === |ntra distance yu
% = |nter distance u
ﬁ 0.02F
o ars”
w YV E b/

0o0f 7 d

1 1 1 1 1 1 1 1

0 4 8 12 16 20 24 28
Time (days)
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Environmental factors are

the major drivers of intra
distance drift.

EFFECTIVE CHALLENGE SPACE ESTIMATION

0.05F === Mirror rotated u
........................... . Inter distance
0.04 «-«= Intra distance u+30

0.03
0.02
0.01

Euclidean distance

0.00

1 1 1 1 1 1

0 15 30 45 60 75 90
Single mirror rotation (°)
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Assuming 360°/45° = 8
independent mirror positions,
there are 82° ~ 2°° challenges.
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MODELLING ATTACKS

Warheads are -
unaltered, trust me

Is this
true?
Ci
g “—
. ri = f(c)
Verifier Prover :
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MACHINE LEARNING MODELING ATTACKS

Mirror angles
+ Learning problem: A \“_
Find a function f that maps challenges to responses. —

Y
Frequency

Amplitude

*  Which machine learning algorithms perform well?

* How does the learning difficulty scale?

Training set size

/

Number of active mirrors
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ALGORITHM COMPARISON FOR 12 ACTIVE MIRRORS

Ir:terdistance il
: —a@@— Dummy predictor
: —@— Linear regression
E ~»— K-nearest neighbor

@1 Neural network

@@= |Intra distance

0.00 0.0140.02 0.03 0.04 0.05 0.06 0.07
Euclidean distance
Threshold
intra distance u + 30
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Algorithms trained with
1,280,000 data points.
Depicted test error computed
over 1,000 data points.

ALGORITHM COMPARISON FOR 12 ACTIVE MIRRORS

Intter distance —————

—g@@»—  Dummy predictor
—@@— Linear regression
~a@@»— K-nearest neighbor
-4 XGB
’: Neural network

I
@ |Intra distance

—— = =2 4

0.00 0.0140.02 0.03 0.04 0.05 0.06 0.07
Euclidean distance

Threshold
intra distance u + 30
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Neural Network

Simple architecture of 8 stacked
dense layers, 3,072 neurons per
layer, ReLU activation.

19



6/5/2024

Euclidean distance

MODELING ATTACKS - NEURAL NETWORK PERFORMANCE

Takes 51 days to collect.

0.100 10" F A
F . E A
6
N0 F
= °
5 o 5L [ J
0.0102 E) 10 PY
= 3
= i [ J
P S 10'F Y
= Test error E ([
0.001 F ««« Intra distance u + 30 103 [
I H H 1 . [ REPUN U PR T B B |
103 104 105 105 107 4 6 8 10 12 14 16 1820

Training set size Number of active mirrors

Number of mirrors scale : :
challenge space size Power law / polynomial scaling

- Select number of mirrors to force adversary
into unrealistically large training set size.
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MORE INFORMATION IN OUR PAPER

nature communications a

Article https://doi.org/10.1038/s41467-023-42314-2

Remote inspection of adversary-controlled
environments

OFE=A0

Received: 13 April 2023 isch®' ien Philippe @, Boaz Barak ®°, Gal Kaplun®,
Christian Zenger ® *®, Alexander Glaser?, Christof Paar®' &
Ulrich Rithrmair @ 57

Accepted: 6 October 2023

Published online: 17 October 2023

™ Check for updates Remotely monitoring the location and enduring presence of valuable items in
adversary-controlled environments presents significant challenges. In this
article, we demonstrate a monitoring approach that leverages the gigahertz
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- ANTI-TAMPER RADIO:

.SYSTEM-LEVEL TAMPER DETECTION FOR COMPUTING SYSTEMS

Presented at S&P 22

Paul Staat’, Johannes Tobisch', Christian Zenger?, Christof Paar?

T Max Planck Institute for Security and Privacy
2 PHYSEC GmbH

R % PHYSEC
MAX PLANCK INSTITUTE ({77

PHYSICAL ATTACKS

Adversaries with physical access can extract
information or implant malicious functionality

Side-channel analysis, bus probing, fault injection...

Countermeasure: Tamper detection and response

NEW DIRECTIONS IN PHYSICAL LAYER SECURITY — FROM PRIVACY PROTECTION TO NUCLEAR WARHEADS

I
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EXISTING APPROACHES TO TAMPER DETECTION

Chip-level [1, 2]

Module-level [3, 4, 5]

from [5) from [4]

System-level

NEW DIRECTIONS IN PHYSICAL LAYER SECURITY - FROM PRIVACY PROTECTION TO NUCLEAR WARHEADS PUF-Ba

(4] Immler et al., "Secure Physical Enclosures from Covers.

5] Gétte et al., “Can't Touch This: Inertial HSMs Thwart Advar

(e Ir—

641, 2005

0l.2, no. 4, 201

ith Tamper-Resistance.” CHES 2019
inced Physical Attacks,” CHES 2022

nber 641,
ity Enclosures: From Battery-Backed Monitoring to
8

IDEA: ANTI-TAMPER RADIO (ATR)

Radio Wave-based Tamper Detection

8

Channel measurement
system

> D>

Channel analysis

Antenna

Computing system

NEW DIRECTIONS IN PHYSICAL LAYER SECURITY — FROM PRIVACY PROTECTION TO NUCLEAR WARHEADS

Physical integrity
check

22



6/5/2024

IDEA: ANTI-TAMPER RADIO (ATR)

Radio Wave-based Tamper Detection

8

» System-level detection
» High flexibility

* Retrofittable
* Re-initializable
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RADIO MEASUREMENTS )
Channel magnitude frequency response as
“fingerprint” of the environment g 107
é 204 Channel
é response
E —30+4
Mean normalized deviation (MND) [2] 2
. . L = —— Reference
quantifies deviation from initial measurement 407 — Tampered
26 28 30 32 34 36 38 40
084 — MND Untampered ‘
—— MND Tampered
1 4
Setup | Deployment Attack 06 MND tampered:
| o 0.02106506
:
# FFFRF 2™
i ns 021 MND untampered:
T p- : 0.00000144
! ime
0.0+
26 28 3.0 32 34 36 38 4.0
[2] Doerry and Bickel, "Measuring Channel Balance in Multi-Channel Radar Receivers," Radar Sensor Technology XXII, 2018 Frequency / GHz
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SYSTEMATIC EXPERIMENTAL EVALUATION

Needle

Test Enclosure

Degrees of freedom:

» Physical extent of attack (needle insertion depth, ...)
+ Attack position

» Temporal behavior

NEW DIRECTIONS IN PHYSICAL LAYER SECURITY - FROM PRIVACY PROTECTION TO NUCLEAR WARHEADS 51

SENSITIVITY AGAINST PHYSICAL MANIPULATION

Position 1
Position 2
0.030 H Average insertion .
---- No insertion .
0.025
0.020 i
o o
g 0.015 + - .//// Z “position n
0.010 7
0.005 e
0.000 = - -
T T T T T T
0 10 20 30 40 50
Needle insertion depth [mm]
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CASE STUDY: 19" SERVER

NEW DIRECTIONS IN PHYSICAL LAYER SECURITY - FROM PRIVACY PROTECTION TO NUCLEAR WARHEADS

CASE STUDY: 19" SERVER - TURNED OFF

= ==
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0.005

0.004

0.003

0.002

0.001

No
insertion

MND
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CASE STUDY: 19" SERVER - TURNED ON
Standby Idle 4 cores
Off Boot 2 cores
0.0008 - o
- 50
Running the server introduces noise 0.0006 A 2
« Vibration % 0.0004 + — ATR respoﬁse 45 qé‘
. = ~—— CPU Temperature T
- Temperature swings 0.0002 4 ; 10 5
B o
. | Q
o Air flow 0.0000 4 — M
T T T T
Referred to initial _—" 0 100 200 300
reference Time [minutes]
Noise over time — without attack
NEW DIRECTIONS IN PHYSICAL LAYER SECURITY - FROM PRIVACY PROTECTION TO NUCLEAR WARHEADS 55

CASE STUDY: 19" SERVER - TURNED ON

Server powered on with varying CPU loads Threshold selected for
zero false positives

Measure initial reference 0.0150 - flo insertion
0.0125
it 1
Repeatedly test all positions R 0.0100 4
+ Needle outside Z 0.0075 -
* Needle inside 0.0050
0.0025 A
-~ Reliable detection not possible 4
for most positions (
\
. . == Time [days]
How to improve detection?
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ENHANCE ROBUSTNESS - SPECTRAL SELECTION

Solution: Initial setup phase

NEW DIRECTIONS IN PHYSICAL LAYER SECURITY

0.03 4

0.02 4

0.01 4

Signal variation

0.00 4

X

0.004

0.003 A

% 0.002 A

0.001

0.000 -

T T
2 4 6 8
Frequency [GHz]

@ Noinsertion
@ 40.0 mm insertion

Iy xS PRt o & 0 e PN S e S

P s L L L L e sl

FROM PRIVACY PROTECTION TO NUCLEAR WARHEADS

0] 2 4 6 8 10
Time [days]

MEASUREMENT SYSTEMS

Vector network analyzer

$12,000 ¢

® No insertion
® 40.0 mm insertion

0.004
0.003

0.002

MND

B R A L LT N s g
0.001 4

P s L L L e e e

0.000 T T T T T T

0 2 4 6 8 10
Time [days]

Detects at least 114 / 117 positions

MND

0.006
0.005
0.004

0.003

® Noinsertion
@ 40.0 mm insertion

0.002 o ottt Vi S0 apmndd 8" i’ oa gt S

0.001

rPYeTT FY VPP Py
A aady ' =
0.000 T T T T T T
0 2 4 6 8 10
Time [days]

Detects at least 90 / 117 positions
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- IRSHIELD:
'A'COUNTERMEASURE AGAINST ADVERSARIAL PHYSICAL-LAYER

WIRELESS SENSING

Presented at S&P ’22

Paul Staat’, Simon Mulzer?, Stefan Roth?, Veelasha Moonsamy?, Markus Heinrichs®, Rainer Kronberger?; Aydin-Sezgin?,

Christof Paar’

1Max Planck Institute for Security and Privacy
2 Ruhr University Bochum
3TH Kaéln — University of Applied Sciences

Technology
Arts Sciences
TH Kéln

WIRELESS DEVICES AT HOME

Photos: Noupload, luis2500gx, Muhammad Abdullah, haus_automation, USA-Reiseblogger, luis2500gx at pixabay.com; cottonbro, Fabian Hurnaus, Torsten Dettlaff, Pixabay at pexels.com
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UBIQUITOUS WI-FI — PRIVACY THREATS

Et Tu Alexa? When Commodity WiFi Devices Turn
into Adversarial Motion Sensors

Physical-Layer

Wi reless Sensing Yanzi Zhu!, Zhujun Xiao*, Yuxin Chen*, Zhijing Lif, Max Liu*, Ben Y. Zhao*, Haitao Zheng*

'Universi(y of California, Santa Barbara: {yanzi, zhijing] @cs.ucsb.edu
*University of Chicago: {zhujunxiao, yxchen, maxliu, ravenben, hizheng} @cs.uchicago.cdu

Ab: Our work a new set of silent recon- nature and general applicability. This attack can be highly
naissance attacks, which leverages the presence of commodity effective, incurs low cost (only cheap commodity hardware),
WiFi_devices to track users inside private homes and offices, and vel remains The attacker does not need to

Zhu et al., “Et Tu Alexa? When Commodity WiFi Devices Turn into Adversarial Motion Sensors,” NDSS 2020.

NEW DIRECTIONS IN PHYSICAL LAYER SECURITY - FROM PRIVACY PROTECTION TO NUCLEAR WARHEADS 61

ADVERSARIAL WIRELESS SENSING

Risk of

o - _: I i ‘ e I PR ;_)riva_cy
I \ |* ~< # -- R4 violation
-~ - - / ubcarrier

Lampituse

_- Passive o
Wi-Fi devices —— e Wi-Fi eavesdropper Channel estimation
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IDEA: NOVEL COUNTERMEASURE IRSHIELD

Thwart adversarial wireless sensing based on
Intelligent Reflecting Surfaces (IRSs)

Partial randomization of wireless radio channels
» Fully device-agnostic

+ Wireless quality-of-service not affected

Defeats state-of-the-art adversarial human motion
detection

© Michael Schwettmann, RUB
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WIRELESS SENSING

‘WiFi Sensing with Channel State Information: A Survey

YONGSEN MA, GANG ZHOU, and SHUANGQUAN WANG, Computer Science Department
College of William & Mary, USA

¥ ig
throughput and are easy to-deploy. Recently, Channel State Information (CS1) measured by WiFi networks is
widely used for diferent sensing purposes. To get dsting
and future WiFi sensing trends, thi gives of the signal .
jons, and peeformance results of WiFi sensing with CSL Different WiFi sensing algorithms.

Extract information about the physical environment from

. . . ations. The survey groups CSI-based WiFi sensing applications into three categories:
communication signals detcton rcion !
o beyand from b s, and object:
The survey 'WiFi sensing; robusts rivacy and security,
d TWiFi Finally, the survey heee Future WiFi sensing trends.
network information, i . and fusion of different sensors, for
bil id enabling new WiFi sensing i

[1] Ma et al., “WiFi Sensing with Channel State Information: A Survey*. ACM Comput
Surv., vol. 52, no. 3, 2019

Channel 4 Detec Recognition
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T Gestures
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Preamble Payload data (encrypted) Events Objects Vital signs
Keystrokes
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STANDARDIZATION OF WIRELESS SENSING:

COMING TO A WIRELESS NETWORK NEAR YOU

are speculating w
i ity _is e

Integrated Sensing and Communications: Toward

Fan Liu®, Member, IEEE, Yuanhao Cui® , Member, IEEE, Christos Masouros™

Abstract— As the standardization of 5G

Dual-Functional Wireless Networks
for 6G and Beyond

Senior Member, IEEE,
Jie Xu™, Member, IEEE, Tony Xiao Han, Senior Member, IEEE,
Yonina C. Eldar®, Fellow, IEEE, and Stefano Buzzi®, Senior Member, IEEE

lidifies, researchers  theoretical limits to physical layer performance tradeofls, and
at_6G will be. The integration of semsing the cross-layer design tradeoffs. Next, we discuss the signal

Channel Sounding

Biuetooth® Change Request

Version: GR_PR
Revision Date: 2023-06-22

«  Prepared By: Core Specification Working Group

Feedback Emall: core-man@bluetooth.org

This Change Request proposes changes to the fallowing specification

NEW DIRECTIONS IN PHYSICAL LAYER SECURITY

An Overview on IEEE 802.11bf: WLAN Sensing

Rui Du*, Member, [EEE, Hailiang Xie®, Graduate Student Member, IEEE, Mengshi Hu, Narengerile, Yan Xin,
Stephen McCann, Senior Member, IEEE, Michael Montemurro, Tony Xiao Han, Senior Member, IEEE, and Jie
Xu, Senior Member, IEEE

Abstract—With recent advancements, the wireless local area
network (WLAN) or wireless fidelity (Wi-Fi) technology has
been successfully utilized to realize sensing functionalities such
as detection, localization, and recognition. However, the WLANs
standards are developed mainly for the purpose of i

growing interests from both academia and indusiry.

sensing, also known as Wi-Fi sem:mﬂ. has recently auracted|

WLAN sensing is a technology that uses Wi-Fi signals|
to perform sensing tasks, by exploiting prevalent Wi-Fi in-

Bluetooth Core Specification v5.4 ("Source Specification”)
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WIRELESS SENSING

Extract information about the physical environment from
communication signals

O, _, wi

Standardized
known waveform

Channel

‘WiFi Sensing with Channel State Information: A Survey

YONGSEN MA, GANG ZHOU, and SHUANGQUAN WANG, Computer Science Department
College of William & Mary, USA

o . provide hig
throughput and are easy to-deploy. Recently, Channel State Information (CS1) measured by WiFi networks is
widely used for diferent sensing purposes. To get i

and future WiFi sensing trends, thi gives of the signal .
algorithms, applications, and performance results of WiFi sensing with CSL. Different WiFi sensing algorithms
b [ different
WiFi sensing applications. The survey groups CSl-based WiFi sensing applications into three categories:
detection, recognition. s h i

yment of
beyond from h J and object:

The survey Wii sensing; robust vacy and security,
d fWiki Finally. the survey hiee Future WiFi sensing teends.

. and fusion of different sensors, for

‘network information,
bil d enabling new WiFi scnsing.
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Preamble

Payload data (encrypted)
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[1] Ma et al., “WiFi Sensing with Channel State Information: A Survey*. ACM Comput
Surv., vol. 52, no. 3, 2019
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Gestures
Location
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Objects
Keystrokes
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WIRELESS SENSING

WiFi Sensing with Channel State Information: A Survey

YONGSEN MA, GANG ZHOU, and SHUANGQUAN WANG, Computer Science Department,
College of William & Mary, USA

Fi ¥ ¥ G
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[1] Ma et al., “WiFi Sensing with Channel State Information: A Survey*. ACM Comput
Surv., vol. 52, no. 3, 201
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Alice Eve
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STATE-OF-THE-ART: ADVERSARIAL MOTION DETECTION

0.250
—— Motion
Zhu et al., NDSS '20 [3]: 0200 —— No Motion
Wi-Fi signals for adversarial motion detection -
£ 0150
&
g

Public area Target area
0.100
() (y «Bﬁ | S
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Bl A———
0 5 10 15 Sliding 25 30 35 40
standard
deviation Mot
— jotion
S 0.050 .
2 —— No Motion
B
3 0.0404
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°
| | | detection 5 00301
c
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£
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* i
0000 ; .
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Nhen Commox Turn into Adversa Ti (s)
swork and Distibut em Security Symposiur ime (s
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CHANNEL OBFUSCATION WITH AN
INTELLIGENT REFLECTING SURFACE (IRS)

Victim environment

IRShield

false negatives
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IRS OPERATION PRINCIPLE

Binary control: ¢; € {+1,-1}

1o} 011,000,010, ..
Passive surface with digitally-controllable reflection

:

« Partially programmable wireless channel

* Prototype built by Heinrichs and Kronberger [4] ; a}ht

random beamforming (e.g., for 6G)
% f r i O ———
3 Z ()
Im Im T \ / (T)
‘? H= Z d;

Adjustable reflection coefficients

Re Re
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IRS-BASED CHANNEL VARIATION

0.24 without IRS
—— With IRS
» 0.22
Goal: P
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SPATIAL IMPACT OF IRSHIELD
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WIRELESS QUALITY OF SERVICE

Packet error rate (PER)
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TALK SUMMARY

Remote Inspections Anti-Tamper Radio (ATR)

Strong PUF authentication for entire Radio propagation effects to verify Novel means to thwart wireless
rooms based on radio-wave physical integrity sensing privacy violation
propagation

- Tackles an important - Wireless channel for - Programmable radio
problem in nuclear distributed sensing solves propagation environments can
disarmament. system-level tamper detection. protect sensitive wireless

sensing information.
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LEARNING MORE ABOUT CRYPTOGRAPHY

« 2nd edition (14 years later, ahem ©)
» 350 — 500+ pages

*  much new material

Christof Paar - Jan Pelzl - Tim Giineysu . PQC chapter: Lattice, Code, Hash (70+ pages)
Understanding . SHA-3, Salsa20, ChaCha
Cryptog ra p hy » Authenticated encryption

* Heavily updated: Security estimations,

From Established § i . .
aaodmAsjrzmgt,chimeﬁe g Discussion, Problem set, Key management

to Post-Quantum Algorithms - Foreword by Ron Rivest

Second Edition

@ Springer
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THANKS FOR YOUR ATTENTION!
ANY QUESTIONS?

Contact: christof.paar@mpi-sp.org
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